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The Iinternet is world wide, publicly accessible
network of inferconnected computer networks that
transmit data by packet switching using the
standard Internet Protocol (IP).

The Intfernet's architecture is described in its name, a
short from of the compound word “infer-networking".
This architecture is based in the very specification of
'he standard TCP/IP protocol, designed to connect
any two networks Whlch may be very different in
Internal hardware, software, and technical design.
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WHO OWNS INTERNET ?

No one actually owns the Internet, and no
single  person or organization  or
government controls the Internet in its
entirely. Nobody can furn it off, Ifs
evolution depend on technical purpose
and running court.



WHO IS RUNNING INTERNET ?

According to an Iinfographic from internet
corporation for assigned name and number
(ICANN) no one person,company,organisation
or government runs internet.

It I1s globally distributed computer network
comprised of many voluntarily interconnected
autonomous networks.
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WHICH GOVERNING BODY CONTROLS
INTERNET ?

ICANN s not for profit organisation was
established 1998. Its mission Is To help and
keep Infernet secure, stable & Infer
operable.

ICANN has no control over contents and
doesn't deal with access to internet.
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CAN YOU SHUTDOWN INTERNET ?

If you really wanted to turn off the global
Infernet you would have to seek out
people on every continent and on every
country. The internet is decenftralised so
there is no kill switch.
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CAN YOU CRASH INTERNET ?

When large outages occur, a
sizeable portion of internet, or even

entire country may af
However, even this se
will not cause the inte
shutdown or crash.
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s CYBERSPACE

The environment In  which
communication  over  computer -

(R <
networks occurs. W
CYBERSPACE
Cybe I‘Sp ac el S core _I: e atu re |S an \ POP_.ULATION: 1,700,000,000 AND GRO\:VING

J

Interactive and virtual environment
for a broad range of participants.
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CYBER CRIME

Misuse of technology / communication device/
computing services.




Stalking.

Cyber
trespassing.

<
Cyber Porn. Cybe!
laundering.
' Cyber
Slandering.




ELECTRONIC EVIDENCE

Evidence means and
Includes all documents
Including electronic
records produced for
Inspection of the court.
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ELECTRONIC EVIDENCE IS FOUND IN:

1)E-mails

2)Photographs P

3)ATM transaction Logs
4)Word Processing Documents

5)Instant Message History

6) Files Saved from Accounting Programs
7)Spreadsheets

8) Internet Browser History

9)Databases
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Continued...

10) Contents of Computer Memory

11) Computer Backup

12) Computer Printouts

13) Global Positioning System Tracks
14) Logs from a Electronic Door Locks
15) Digital Video or Audio Files
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CHARACTERISTICS OF DIGITAL EVIDENCE

E-Evidence tends to be more
voluminous

It Is more difficult to destroy
It can be easily modified

It can be easily duplicated
Potentially more expressive

More readily available
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DIGITAL FORENSICS

Computer Forensics IS a branch of computer science pertaining to legal
evidence found in computers and digital storage mediums.

Computer Forensics is also known as digital forensics.

The goal of computer forensics Is to explain the current state of a digital
artifact.
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Root Status in Mobile Devices

OOIN WO
PRODUCT NAME: GT-18565 s
CURRENT BINARY: Samsung Officlal CURRENT BINARY: Samsung Official

SYSTEM STATUS: Official SYSTEM STATUS: Official
KNOX LOCK: KNOX KERNEL LOCK: 8x9
KERNEL LOCK: 9"8 KNOX SQRRANTY VOID: 8x8
(K WRRANTY VOID: oot
CSB-CONF16-LSB: Bx30 WRITE PROTECTION: Enable

WRITE PROTECTION: Enable

Rooted Unrooted
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Evidence that can be Gathered Digitally

Computer documents, emails, text and instant
messages, transactions, images and Internet histories
are examples of information that can be gathered
from electronic devices and used very effectively as
evidence.

For extended example, mobile devices use online-
based based backup systems, also known as the
“cloud”, that provide forensic investigators with
access to text messages and pictures taken from a
parficular phone or different phones with same ID.

In addition, many mobile devices store information
about the locations where the device traveled and
when it was there. To gain fthis knowledge,
investigators can access an average of the last 200
cell locations accessed by a mobile device.
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Satellite navigation systems and satellite radios in cars can provide similar
information. Even photos posted to social media such as Facebook may
contain location information.

Photos taken with a Global Positioning System (GPS)-enabled device
contain file data that shows when and exactly where a photo was taken.

By gaining a subpoena for a particular mobile device account,
investigators can collect a great deal of history related to a device and the
person using it.
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FIVE HURDLES OF ADMISSIBILITY:

Relevance:

Is the evidence is related to the case?

Authenticity:

I's the submitted evidence authentic?

Hearsay:

Is the evidence strong enough or just a hearsay?
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v Unfair Prejudice:
Is the evidence presented under unfair prejudice?

Original Writing Rule:
Is the evidence presented first hand and not the copy?
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HASH TECHNOLOGY

The process of creating a specific
alpha numeric identifier for each
file 1s known as hashing and the
value is known as hash value.

Any change in the file will
produce a dramatically different
hash value.
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Fie 1

C:Nnetpud oot \Copwy of vais am

Fie 2

C: N netpud \wewwroot\vars amp

Resut:
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2510470 7del(6151d60312474dalGfbbaniarhi
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Brownse .

Current: JEBAT0 044404405 23001 eaaBbel 2




23 Raw Data to Organized Daig

The raw data collected is often contains too much data to analyze it

sensibly. This is especially so for labs using computers as this may produce
large amounts of data.

The data needs to be organized or manipulated using deconstruction
analysis techniques.

Large amounts of data may contain voluminous data comprising of various
evidences. Hence convergence of raw data to organized or sorted data is
equally important than just producing it in the form of evidence.

Partial collection of data i.e. existing evidence may lead an innocent to
conviction.
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TRANSITION OF RAW DATA TO ORGANIZED DATA

%] alarm

|| app.sqlite

|2 app_state

%] ApplicationCache
| Audio

|%] autoreject

% badge

[ billing4

%] btopp

%] CachedGeoposition
| calllegs

|%] callreminder

%] chaton

| config 391

%] config

%] contacts2

| | contacts2.db-shm
| | contacts2.db-wal
[] d2dsessi

|%] downloads

| drm

|%] external

| | external.db-shm
| | external.db-wal

|%] externalSessions

Data Base File
SOLITE File

Data Base File
Data Base File
Data Base File
Data Base File
Data Base File
Data Base File
Data Base File
Data Base File
Data Base File
Data Base File
Data Base File
Data Base File
Data Base File
Data Base File
DEB-SHM File
DB- File
Data Base File
Data Base File
Data Base File
Data Base File
Data Base File
Data Base File
Data Base File

Data Base File

Data Base File

Applications.files
Autematic Call Recorder.files
Default Web Browser files
Email files

Evernote.files
Facebook.files

Goegle Calendar files
Goegle Mail files

Geogle Maps.files
Google+ files
Instagram.files

Twitter files

Viber files

WhatsApp Messenger backup files

WhatsApp Messenger.files

YouTubefiles
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File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder




ADMISSIBILITY OF ELECTRONIC EVIDENCE

Conditions of Admissibility:

The computer output containing the information was produced by
the computer during the period over which the computer was used
regularly to store or process the information for the purpose of any
activities regularly carried on over that period by the person having
lawful control over use of computer.

During the said period Iinformation contained in the electronic
recorder of the kind from which the information so contained is
derived was regularly fed into computer in the ordinary course of
said activities.
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Continued...

v Throughout the material part of the said
period the computer was operating
oroperly or If not then in respect of any
period In which it was out of operation
during that part of the period was not
as to affect the electronic record or
ccuracy of the content.

v"The information contained in the
electronic record produces or Is derived
from such information fed into the
computer in ordinary course of said
activity.




CALL DATARECORDS AS EVIDENCE

Call Data Records do aid in preliminary investigation
but cannot be taken as conclusive evidence because of
following problems

The mobile handset or SIM could be In someone else's
name as written in receipt/invoice.

Call Data records are not certified.
SIM Card was cloned or IMEI number was spoofed.

Mobile number snooping has taken place using soft
wares.
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Example

LATITUDE
44 SO08BON
S4.SO8BO N

4450880 N

44 27834 N
27834 N
27834 N
SOSSO N
27834 N

44 27834 N

43 S08B0ON

43 S0880N

45 8143 N

44 8143 N

45 25255 N

LONGITUDE
7318223 W
73.18223'W
7318223 W
7321263 W

21263 W
7321263 W
7318223 W
7321263 'W
7321263 W
7318223 W
7318223 W
7303561 W
7303561'W

72.58229'W

Call Detail Records

DATE

1/28/2008
1/28/2008
1/28/2008
1/29/2008
1/29/2008
1/29/2008
1/30/2008
1/30/2008
1/30/2008
1/31/2008
1/31/2008
1/31/2008
1/31/2008

1/31/2008

NUMSBER

802-555-1234
802.555-8673
802-555-5201
802.555.7758
802.555.-4492
202.555.7758
202.555-.1818
802.555.7758
802.555-8673
202-555-1843
$16-555-9834
802-555-9201
213.555-2761

$02-555-9201

NAME

Chittenden Bank
Poopsie LaRue
Hanley Strappman
Verizon Voice Mail
Widgets LLC
Verizon Voice Mal
British Embassy
Verizon Voice Mail
Poopsie LaRue
Britizh Embassy
Britizsh Embassy
Hanley Strappman
M. Fendel

Hanley Swrappman
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IP ADDRESS AS EVIDENCE

IP Address provides only the location
at which one of any number of
computer devices ,much like a
telephone number can be used for any
number of telephones.

Thus 1t I1s no more likely that the
subscriber to an IP address carried out
a particular computer function.
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B) CERTIFICATE

Certificate u/s 65B of the
Indian Evidence Act, 187=.

This is to certify that I, , residing at , state to the best of my
knowledge and belief that | have extracted the images from a mobile device having following

details:

DEVICE DETAILS

MODEL NUMEBER
DEVICE NAME

SIZE [

SERIAL NUMEBER

I state that the device used for extracting the photos was functioning normally at all times.
I further state that the device utilized by me was used to store and process data and were
operating properly and there is no distortion in the accuracy of the contents of the copies of

the images.

The above is stated to the best of my knowledge and belief.
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